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Abstract 
Nowadays, Lightweight Cryptography is gaining importance in the field of data or 
information security as the number of smart devices are increasing and the information 
shared between them are being subjected to threat by the intruder. The intruder can change 
or steal the information. So, there is a need for securing the information transferred between 
the smart devices. It is also to be noted that the smart devices are comprised of RFID Tag’s 
and sensor nodes. They use limited resources, less area, less memory space and are battery 
powered requiring high level of security as they have very constrained environment. The 
cryptographic algorithm designed for use in such a small and constrained environment to 
provide high level security is PRESENT Cipher. This Cipher is developed for small Internet 
of Things (IoT) devices which are being able to communicate with each other through 
internet. In this paper ASIC implementation of PRESENT Cipher and its methodology is 
discussed. The simulation, synthesis and physical design of PRESENT cipher is performed 
using Cadence. 
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INTRODUCTION 
Lightweight Cryptography is aimed to 
produce Lightweight implementations 
which are ‘Light as feathers’ virtually 
without turning over the security level too 
much. The main aspect of Lightweight 
cryptography is to utilize the security 
coherence trade-off’s intrinsic in 
Cryptographic algorithms implementation. 
Lightweight cryptography is used in IoT 
devices using IoT application. The main 
factors involved in the implementation of a 
device for lightweight cryptography are 
speed, circuit size, memory size, delay, 
power and power consumption. The small 
devices having constrained environment 
uses lightweight cryptography in prior [1, 
2]. An example of Lightweight 
cryptographic algorithm is PRESENT 
Cipher. PRESENT Cipher is an example 
of Block Cipher and performs symmetric 
Key encryption. The main philosophy 
involved in the design of PRESENT is its 
Simplicity. The PRESENT Cipher is 
mainly hardware optimized. In this paper 
we will discuss the structure of PRESENT 
cipher, its working and ASIC 
implementation. 
 
PRESENT CIPHER AND ITS 
METHODOLOGY 
PRESENT is an example of Block Cipher 
and is a Substitution-Permutation Network 
(SPN) based Cipher [3] It is a symmetric 
block cipher and uses a single key both for 
encryption and decryption of data. It 
consists of 31 rounds and each round has 
three layers i.e., Add Round Key, 
Substitution layer and Permutation Layer. 
It uses a block size of 64 bit and a key size 
of 80 bit or 128 bit. The structure of 
PRESENT cipher for one round is shown 
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(a) 
 
 
(b) 
Figure 1: (a) Round function in PRESENT and (b) Structure of present. 
 
Each round in PRESENT [3, 4] consists 
of three stages: 
• AddRoundKey 
• Substitution layer or S-Box 
• Permutation Layer or P-layer 
Using the Key Scheduling Algorithm the 
80 bit Key provided by the user is divided 
into 64 bit keys at each round. This keys 
are called Round keys or sub keys. Later 
the Plain text along with these round keys 
are put through various levels of confusion 
and diffusion to obtain the encrypted data. 
The operation of the different layers used 
in round function are as follows: 
 
AddRoundKey-It performs bitwise EX-OR 
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operation between the block of Plain text 
and the Round Keys. 
Substitution Layer (S-Box)-The 
substitution layer consists of 16 S-Boxes 
having 4-bit input and 4-bit output 
(4x4). The same S-Boxes are used in 
both Data path and Key Scheduling.4x4 
S-Boxes are chosen over 8x8 S-Box as 
they occupy only quarter the area 
occupied by 8x8 S-Box. It takes in the 
Ex-OR’ed bit generated by the previous 
stage and performs substitution on the 
bits. The S-Box Table [4-6] used in 
PRESENT algorithm is as shown Table 
1
 
Table 1: S-Box used in PRESENT algorithm. 
 
 
Permutation Layer-It changes the position 
of the bits and is simply terms as rewiring 
in hardware implementation [4]. The 4 bit 
output of the previous S-Boxes are fed to 
all the other 4 bit S-Boxes in the further 
rounds. The PRESENT Algorithm bit 
permutation layer table is shown in Table 
2
 
Table 2: Permutation table used in PRESENT algorithm. 
 
 
The SPN [2, 5] performs several levels of 
confusion and diffusion over the Block of 
data’s and yields the Cipher text or 
encrypted data. It uses S-boxes and P-
layers alternatively and generates a cipher 
block by using the Paintext and the input 
keys. The SPN network of Present is as 
shown in the below Fig. 2.
 
 
Figure 2: SPN network. 
 
KEY SCHEDULING ALGORITHM 
PRESENT can take either 80 or 128 bit 
key. In this work we are concentrating on 
80 bit key size. Initially the key provided 
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by the user is stored in the key register (K) 
[4] represented as:  
K79K78…………..K0 
At each ith round the 64 bit round key 
Ki=k63k62………..k0 contains the leftmost 64 
bits of the current contents in the Key 
register (K). Thus at round i Key register 
has  
Ki=k63k62………..k0 =K79K78…………..K16 
After the round key is extracted the the 
updation of the key register is as follows 
• Rotating the Key register to the left by 
61 bit positions given as 
[k79k78…………k1k0]=[k18k17……….k20k19] 
• By passing the leftmost four bits to the 
S-Box of PRESENT given as 
[k79k78k77k76]=S[k79k78k77k76] 
• The round counter value i is EX-
OR’ed with the bits k19,k18,k17,k15,k16 of 
K having the least significant bit of the 
round counter on the right 
[k19k18k17k15k16]=[k19k18k17k15k16]⊕ro
und_counter 
 
The key scheduling and the datapath 
structure of the PRESENT algorithm is 
shown in Fig. 3
 
 
Figure 3: Datapath and key scheduling in PRESENT. 
 
APPLICATION TO TEXT MESSAGE 
ENCRYPTION 
In the proposed Application the text 
message, 64 bit present data and 80 bit key 
is taken as input. On applying PRESENT 
algorithm to the present input data and the 
key a 64 bit encrypted data is obtained and 
it is considered as an encrypted key which 
is the output of the present block. The 
encrypted output key of the PRESENT 
Cipher block is Exclusively OR’ed with 
the input text message. This process of EX-
ORing the encrypted data key of the 
PRESENT with text message covers the 
encryption part. The output of this process 
is a 64 bit Cipher text. Later the 64 Bit 
Cipher text and the encrypted data (key) 
are Exclusively-OR’ed to convert the 
cipher text into original text message. This 
process is the decryption part. Finally after 
encryption and decryption the original user 
provided text message was obtained at the 
output. The block diagram of the proposed 
system is shown in Fig. 4.
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Figure 4: Encryption and decryption of text message using PRESENT algorithm. 
 
RESULTS AND DISCUSSIONS 
Simulation Results 
The proposed application was simulated in 
Modelsim and was coded in Verilog 
language [7-9]. The text message was 
encrypted and decrypted successfully. The 
obtained result is shown in Fig. 5. 
The Plaintext considered is ASCII 
character and using 80 bit key in 
Hexadecimal. The encrypted message 
obtained is as shown in Fig. 5. At the 
Decryption, the same 80 bit key is used 
to get back the Plaintext [10-12].
 
 
Figure 5: Simulation result of PRESENT cipher for encryption and decryption of text 
message 
 
The Physical layout of the proposed 
Algorithm obtained using Cadence 
Innovus tool in 45nm Technology is 
shown in Fig. 6.
 
 
Figure 6: Chip layout of the proposed system. 
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The area and power reports generated by 
Genus (TM) Synthesis Solution 17.22-
s017_1 were obtained as shown in Table 3 
and Table 4. 
 
Table 3: Area report of the proposed 
system. 
INSTANCE 64 BIT 
Cell Count(mm^2) 1.2 
Cell Area (mm^2) 10.99 
Total Area(mm^2) 10.99 
 
Table 4: Power report of the proposed 
system. 
CELLS 1200 
LEAKAGE POWER(mW) 69.12 
DYNAMIC POWER (mW) 2.2 
TOTAL POWER (mW) 2.26 
 
CONCLUSION 
In this work, the encryption and decryption 
of proposed PRESENT algorithm was 
performed and the output was obtained 
successfully. The ASIC synthesis and 
implementation was performed using 
Cadence software with 45nm technology. 
The total area was found to be 10.99 
mm^2 and total power is found to be 2.26 
mW. With less area and less power 
constrained obtained it is very much sure 
that this type of lightweight cryptographic 
algorithm are well suited for resource 
constrained environments. 
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